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ABSTRACT

The ElGamal cryptographic scheme is along with RSA one of the most widely used
public-key cryptosystems, in particular when it comes to the use on smartcards and
small devices due to its relatively small need of resources in some variants. From a
mathematical point of view, the underlying “hard” mathematical problem is the discrete
logarithm problem (DLP). While it can be formulated for any group, usually the
multiplicative group of a finite field or groups emerging from elliptic curves are used in
this context.

In my talk using DERIVE a full implementation of the ElGamal cryptosystem is
provided using elliptic curves over finite residue class rings mod p, where p is a prime
with at least 160 bits, including the signature scheme as proposed by NIST. As for the
problem of determining the order of the involved elliptic curves we make use of so-
called CM-curves for this purpose. Furthermore the most common attacks on DLP like
Baby-step-giant-step algorithm, Pollard’s rho-method and the Pohlig-Hellman method
are discussed, along with implementations and a lot of examples.
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